


BUSINESS ASSOCIATE AGREEMENT
This Business Associate Agreement (“Agreement”), effective on ____________ (the “Effective Date”), is entered into by and between _______________ (the “Covered Entity”) and Evidence Based Solutions, LLC (“EBS” or the “Business Associate”).
WHEREAS, EBS has established an outreach relationship with the Covered Entity, pursuant to which EBS may be considered a “business associate” of the Covered Entity, as defined in the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) including all pertinent regulations (45 CFR Parts 160 and 164) issued by the U.S. Department of Health and Human Services, as amended by Subtitle D of the Health Information Technology for Economic and Clinical Health Act (the “HITECH Act”), Title XIII of Division A and Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (Pub. L. 111–5); and
WHEREAS, in connection with the services EBS has offered the Covered Entity, EBS may have access to or receive from the Covered Entity certain Protected Health Information (“PHI”) as that term is defined under HIPAA;  and
WHEREAS, the parties desire to protect the PHI and to comply with the requirements of HIPAA and the HITECH Act; and
WHEREAS, the parties are also fully bound by the provision of the federal regulations governing the confidentiality of alcohol and drug abuse patient records, 42 C.F.R. Part 2, and may not use or disclose patient records except as permitted or required by agreement or law; and
WHEREAS, for good and lawful consideration, the Covered Entity and the Business Associate enter into this agreement for the purpose of ensuring compliance with the requirements of HIPAA, its implementing regulations, the HITECH Act, and the confidentiality of alcohol and drug abuse patient records in 42 C.F.R. Part 2.

NOW THEREFORE, the parties, intending to be legally bound, hereby agree as follows:

DEFINITIONS. Capitalized Terms used but not otherwise defined in this Agreement shall have the same meaning as those terms in the Privacy Rule and the Security Rule.
Breach shall have the same meaning as set forth in section 13400 of the HITECH Act and shall include the unauthorized acquisition, access, use, or disclosure of PHI that compromises its security or privacy.
Business Associate shall, in addition to identifying one of the parties to this Agreement as set forth above, have the meaning given under the Privacy Rule, including, but not limited to, 45 CFR § 160.103.
Covered Entity shall, in addition to identifying one of the Parties to this Agreement as set forth above, have the meaning given under the Privacy Rule, including, but not limited to, 45 CFR § 164.504.
De-Identified Data shall, as set forth in 45 CFR § 164.514, as amended from time to time, mean either:  (1) health information that a person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable:  (i) applying such principles and methods, determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information, and (ii) documents the methods and results of the analysis that justify that determination; or (2) health information from which the identifiers of the individual or of relatives, employers, or household members of the individual, as set forth in 45 CFR § 164.514(b)(2), are removed.
Designated Record Set shall have the same meaning as the term “designated record set” in 45 CFR §164.501.
Electronic Health Record means an electronic record of health-related information on an Individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff.
Individual shall have the same meaning as the term “individual” in 45 CFR §164.501 and shall include a person who qualifies as a personal representative in accordance with 45 CFR §164.502(g). 
Privacy Rule shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR Part 160 and Part 164, Subparts A and E, as amended by the HITECH Act and as may otherwise be amended from time to time. 
Protected Health Information or “PHI” shall have the same meaning as the term “protected health information” in 45 CFR §164.501, limited to the information created or received by Business Associate from or on behalf of Covered Entity. 
Required By Law shall have the same meaning as the term “required by law” in 45 CFR §164.501. 
Secretary shall mean the Secretary of the U.S. Department of Health and Human Services or his designee.
Security Rule means the Standards for the Security of Electronic Protected Health Information at 45 CFR Part 164, Subpart C.
Services means the services set forth in the introductory paragraphs to this Agreement.
Unsecured Protected Health Information or “Unsecured PHI” shall mean PHI that is not secured through the use of a technology or methodology specified by the Secretary in guidance or as otherwise defined in the §13402(h) of the HITECH Act.

USE OR DISCLOSURE OF PHI BY BUSINESS ASSOCIATE.  
Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Covered Entity as specified in Attachment A, provided that the use or disclosure would not violate the Privacy Rule if used or disclosed by the Covered Entity in that manner.
Business Associate shall only use and disclose PHI as permitted or required by this Agreement or as Required by law.
Business Associate shall be directly responsible for compliance with the relevant requirements of the Privacy Rule to the same extent as Covered Entity.

DUTIES OF BUSINESS ASSOCIATE RELATIVE TO PHI. 
Business Associate shall implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic PHI that it creates, receives, maintains, or transmits on behalf of Covered Entity. 
Business Associate shall meet:
The Administrative Safeguards set forth in 45 CRF § 164.308;
The Physical Safeguards set forth in 45 CFR § 164.310; and
The Technical Safeguards set forth in 45 CFR § 164.312.
Business Associate shall immediately notify Covered Entity of any use or disclosure of PHI in violation of this Agreement.
Business Associate shall promptly notify Covered Entity of a Breach of Unsecured PHI.  Business Associate’s notification to Covered Entity hereunder shall:
Be made to Covered Entity promptly and in no event shall be made later than 60 calendar days after discovery of the Breach, except if a law enforcement official determines that a notification would impede a criminal investigation or cause damage to national security; and
Include information about the individuals whose Unsecured PHI has been, or is reasonably believed to have been, the subject of a Breach.
In the event of an unauthorized use or disclosure of PHI or a Breach of Unsecured PHI, Business Associate shall mitigate, to the extent practicable, any harmful effects of the use or disclosure that are known to it. 
Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from or created or received by Business Associate on behalf of Covered Entity agrees in writing to the same restrictions and conditions that apply through this Agreement to Business Associate with respect to such Protected Health Information.  Business Associate must enter into the written agreement before any use or disclosure of Protected Health Information by such agent.  The written agreement must identify Covered Entity as a direct and intended third party beneficiary with the right to enforce any breach of the agreement concerning the use or disclosure of Protected Health Information.  Business Associate shall provide a copy of the written agreement to Covered Entity upon request.  Business Associate may not make any disclosure of PHI to any agent without the prior written consent of Covered Entity.  
To the extent applicable, Business Associate shall provide access to Protected Health Information in a Designated Record Set at reasonable times, at the request of Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the requirements under 45 CFR §164.524. 
To the extent applicable, Business Associate shall make any amendment(s) to Protected Health Information in a Designated Record Set that Covered Entity directs or agrees to pursuant to 45 CFR §164.526 at the request of Covered Entity or an Individual.  
Business Associate shall, upon request with reasonable notice, provide Covered Entity access to its premises for a review and demonstration of its internal practices and procedures for safeguarding PHI. 
Business Associate agrees to document those disclosures of PHI and information related to those disclosures as would be required for a Covered Entity to respond to a request by an individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. §164.528.  Should an individual make a request to Covered Entity for an accounting of disclosures of his or her PHI pursuant to 45 C.F.R. §164.528, Business Associate agrees to promptly provide Covered Entity with information in a format and manner sufficient to respond to the individual's request. 
Business Associate shall, upon request with reasonable notice, provide Covered Entity with an accounting of uses and disclosures of PHI provided to it by Covered Entity. 
Business Associate shall make its internal practices, books, records, and any other material requested by the Secretary relating to the use, disclosure, and safeguarding of PHI received from Covered Entity available to the Secretary for the purpose of determining compliance with the Privacy Rule. The aforementioned information shall be made available to the Secretary in the manner and place as designated by the Secretary or the Secretary's duly appointed delegate. Under this Agreement, Business Associate shall comply and cooperate with any request for documents or other information from the Secretary directed to Covered Entity that seeks documents or other information held by Business Associate. 
Business Associate may use Protected Health Information to report violations of law to appropriate federal and state authorities, consistent with 45 C.F.R. §164.502(j)(1). 
Except as otherwise provided by law, Business Associate shall not directly or indirectly receive remuneration in exchange for any Protected Health Information of an Individual unless the Covered Entity obtained from the Individual, in accordance with 45 CFR § 164.508, a valid authorization that includes, in accordance with that section, a specification of whether the Protected Health Information can be further exchanged for remuneration by the entity receiving Protected Health Information of that Individual. 
Except as otherwise limited in this Agreement, Business Associate may disclose PHI for the proper management and administration of Business Associate, provided that disclosures are Required By Law or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person notifies Business Associate of any instances of which s/he is aware in which the confidentiality of the information has been breached. 

DUTIES OF COVERED ENTITY
Covered Entity shall promptly notify Business Associate of:
Any limitation(s) in the notice of privacy practices of Covered Entity in accordance with 45 CFR § 164.520, to the extent that the limitation may affect Business Associate’s use or disclosure of PHI;
Any changes in, or revocation of, permission by any Individual to use or disclose Protected Health Information, to the extent that the changes may affect Business Associate’s use or disclosure of PHI; and
Any restriction in the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the extent that the restriction may affect Business Associate’s use or disclosure of PHI; and 
Any breach of unsecured PHI or risk analysis performed by Covered Entity indicating a low probability that PHI was compromised under 45 C.F.R. § 164.402,  to the extent the breach or risk analysis may affect Business Associate’s use or disclosure of PHI. 
If applicable, Covered Entity shall, upon receipt of notice of Breach from Business Associate, provide proper notice to the Secretary in accordance with  Section 13402 of the HITECH Act and 45 CFR § 164.408.
Covered Entity shall immediately notify Business Associate of any audit requests from the Secretary received pursuant to Section 13411 of the HITECH Act that involve or relate to Business Associate.

TERM AND TERMINATION. 
Term. This Agreement shall begin on the Effective Date and shall terminate when all of the Protected Health Information provided by Covered Entity to Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is infeasible to return or destroy Protected Health Information, protections are extended to the information in accordance with the termination provisions in this Section V.  The grant award is expected to end on July 31st, 2018.  While there may be an extension period, this period would last no longer than one year.  Thus, the scheduled termination date for the Agreement is July 31st, 2019. The terms of this Agreement shall apply any time Covered Entity discloses PHI to Business Associate under this Agreement or any future arrangement.
[bookmark: _GoBack]Termination. If Business Associate breaches any material term of this Agreement, Covered Entity may: 
Provide an opportunity for Business Associate to cure the breach or end the violation and, if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity, terminate this Agreement; or
Immediately terminate this Agreement if Business Associate has breached a material term of this Agreement and cure is not reasonably possible; or 
If neither termination nor cure is feasible, report the breach to the Secretary. 
If Covered Entity notifies Business Associate of a breach under section IV (A) (4), Business Associate may terminate this Agreement.  
Effect of Termination. 
Except as provided in paragraph C.2 of this section, upon termination of this Agreement, for any reason, Business Associate shall return or destroy all Protected Health Information received from Covered Entity or created or received by Business Associate on behalf of Covered Entity. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall not retain any copies of the Protected Health Information. 
If Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to Covered Entity written notification of the conditions that make return or destruction infeasible.  Business Associate shall then extend the protections of this Agreement to the Protected Health Information and limit its further uses and disclosures to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains the Protected Health Information. 
REMEDIES IN EVENT OF BREACH. Covered Entity has the right to seek to cure any breach by Business Associate and this right does not lessen Business Associate’s responsibility for such breach or its duty to cure such breach. 
MODIFICATION. This Agreement may only be modified through a writing signed by the parties; no oral modification shall be permitted. The Parties agree to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy Rule and HIPAA.
INTERPRETATION OF THIS CONTRACT IN RELATION TO OTHER CONTRACTS BETWEEN THE PARTIES. Should there be any conflict between the language of this contract and any other contract entered into between the Parties (either before or after the date of this Agreement), the language and provisions of this Agreement shall control unless the Parties specifically refer in a subsequent written agreement to this Agreement by its title and date and specifically state that the provisions of the later written agreement shall control over this Agreement. 
MISCELLANEOUS. 
Ambiguity.  Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the Privacy Rule, Security Rule, or any other standards promulgated under HIPAA. 
Regulatory References.  A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as amended. 
Notice to Covered Entity. Any notice required under this Agreement to be given Covered Entity shall be made in writing to: 
Name:		
Address: 	
		
	D.	Notice to Business Associate. Any notice required under this Agreement to be given Business Associate shall be made in writing to: 
Name:		Jody L Kamon, PhD
Address: 	4 Emmons Street
		Montpelier, VT 05602
	

E. Choice of Law.  In addition to applicable Vermont law, the parties shall rely on applicable federal law in construing the meaning and effect of this Agreement.  		
	
F. Qualified Service Organization.  Both parties recognize that Business Associate is a Qualified Service Organization as set forth in the confidentiality of drug and alcohol patient records regulations found at 42 C.F.R. Part 2, and that Business Associate acknowledges that it is bound by that law as well as HIPAA in receiving, transmitting transporting storing processing or otherwise dealing with any patient records received from Covered Entity.

G. Judicial Proceedings.  If necessary, Business Associate agrees to resist any efforts in judicial proceedings to obtain access to patient records except as permitted by 42 C.F.R. Part 2.  
IN WITNESS WHEREOF and acknowledging acceptance and agreement of the foregoing, on this ______ day of _______________, 2014, the parties affix their signatures hereto. 
	COVERED ENTITY:	
	BUSINESS ASSOCIATE:


	By:	_______________________________

Name:	_______________________________

Title:	_______________________________
	By:	_______________________________

Name:	Jody L Kamon

Title:	Co-Owner 
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